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Chapter 1 

 

Security Services in Hong Kong 

 

   

Section 1.1 Introduction   

 

Security services refer to services provided by security personnel and security 

companies in the private sector for ensuring the safety and security of the livelihood 

and operations of the people and organisations that they serve.  

 

The Security Services Industry in Hong Kong is sizeable with over 294,000 valid 

Security Personnel Permit (“SPP”) holders on the records of the SGSIA1 as at the end 

of 2015.  The industry is closely connected with every walk of life.  Security guards, 

intrusion alarm systems, CCTV systems and access control systems are abundant in 

most domestic, commercial and industrial premises.  Body guards are seen providing 

close protection to VIPs and celebrities during their public appearances and 

uniformed guards are seen providing services such as guarding, access control and 

crowd control in most major events.  Armed guards are often seen moving cash and 

high-value assets and replenishing cash for ATM machines around Hong Kong.  

Most corporations and institutions involved in higher risk operations such as banks, 

ports, the airport, railways, theme parks, hospitals and universities, etc. also engage 

security personnel to help them manage the safety and security of their staff, property 

and operation.  Above all, the Hong Kong Government is the biggest procurer of 

private security services in Hong Kong. 

 

Hence, the range of private security services in Hong Kong is wide and varied and 

may include but not limited to: 

 Security management 

 Physical security and technological support 

 Guarding 

 Close protection 

 Armoured transportation 

 Security control operations 

 Emergency management 

 Investigation 

 

The Security Services Industry has been regulated by the Hong Kong Government 

since 1956 under the Watchmen Ordinance when all personnel involved in guarding 

services are required to register with the police.  The Watchmen Ordinance was 

replaced by the Security and Guarding Services Ordinance (“SGSO”) (Cap 460) in 

1994 when the Security and Guarding Services Authority (“SGSIA”) was established 

to oversee the licensing scheme.  At the same time, the licensing scheme was 

expanded to cover three functional areas of the industry, namely, Security Guarding, 

Armoured Transportation, and Security Systems Design / Installation / Maintenance / 

Repair.  Companies and individuals engaged in security work of these three 

functional areas  are required to hold valid security company license and valid 

Security Personnel Permit for providing the respective security services for reward. 

                                                       
1 Table 1 : Age Distribution of Valid Permit Holders 1995 – 2015 

(http://www.sb.gov.hk/eng/links/sgsia/pdf/age%201995-2012.pdf) 
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In 1998, the Security Services Training Board (“SSTB”) was set up under the 

Vocational Training Council (“VTC”) with the aim to enhancing the service quality of 

the industry.  The SSTB is comprised of representatives from the SGSIA, the Police, 

the Security Services Industry as well as various training institutions and has 

primarily focused its work on manpower survey and training for the three regulated 

functional areas of the industry. 

In January 2013, the Security Services Industry Training Advisory Committee 

(“Security Services ITAC”) was established under the Qualifications Framework of 

the Education Bureau.  The ultimate aim of the Security Services ITAC is to develop 

the qualifications framework for the Security Services Industry in Hong Kong.  

Through the establishment of the work-based competency standards, it is hoped that a 

clearer career pathway will be available for in-service personnel and training 

standards will be defined and the relevance and quality of training programs will be 

assured.  In turn, the overall image and service standards of the industry will be 

improved.  

 

Current Status of the Security Services Industry 

 

Although Hong Kong has over 294,000 valid SPP holders as at the end of 2015, not 

all of them are serving in the industry.  According to the “2015 Manpower Survey 

Report – Security Services”2 published by the VTC SSTB, around 115,026 of them 

are employed in the three regulated functional areas of the industry as at 30 June 2015.  

Around the same time, there are 1,011 licensed security companies on the records of 

the SGSIA. 

 

Ever since the enactment of the SGSO in 1994, the service quality and performance 

standards of the Security Services Industry have made marked improvements.  

Before then, there was no age limit to those joining the industry or performing 

security work as well as no specific requirements over training, condition of work and 

work hours.  With the introduction of the SGSO and the licensing scheme, 

conditions ranging from age, fitness, proficiency in security work to good character 

were introduced.  Today, security personnel must only perform the type of security 

work as specified in the SPP that they hold, must not work over 372 hours per month 

and not normally over 12 hours per day.  The upper age limit for those applying for a 

SPP is 70 for Category B guarding work, the performance of which does not require 

the carrying of arms and ammunition and 55 for Category C guarding work, the 

performance of which requires the carrying of arms and ammunition. 

 

Statistics maintained by the SGSIA3 show that the number of SPP holders has 

increased by 5-folds from 48,367 in 1996 to 294,411 in 2015.   The increase in 

workforce mainly occurred before 2005 when the number of SPP holders was 266,863 

at the end of that year.  The same statistics show that age distribution of the 

workforce has been relatively steady with the age group of 41 to 60 as the main 

                                                       
2 2015 Manpower Survey of Security Services - Page 2 Manpower Situation 

(http://www.vtc.edu.hk/uploads/files/publications/security_services_training_board/en/2015_SSTB_M

PS_Report_full_version_13_July_2016.pdf) 
3 Table 1 : Age Distribution of Valid Permit Holders 1995 – 2015 

(http://www.sb.gov.hk/eng/links/sgsia/pdf/age%201995-2012.pdf) 
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source of manpower (taking up 55 - 60% of the workforce), and followed by the age 

group of 18 to 40 (taking up around 25% of the workforce). 

 

The number of employees in the three regulated functional areas of the industry was 

98,041 in May 20054 and 115,027 in June 20155, showing an increase of 13%.  

Comparing this against the 10% increase in SPP holders6 for the same period, there 

was an increase of SPP holders joining the industry during the period.  This increase 

has been due to many social and economic factors.  Improvements in the condition 

of work and salary due to the introduction of the Occupational Safety and Health 

Ordinance (Cap 509) and related regulations as well as the Minimum Wage Ordinance 

(Cap 608) are but two of the factors at play. 

Security services, particularly the guarding services, have traditionally been perceived 

as hardship jobs with a low social status which people would go for only when they 

do not have other better options.  This is reflected in the consistently high turnover 

of security personnel in the past few years.  Of the 26,081 employees leaving the 

industry in the 12 months before the 2015 Manpower Survey of the Security Services7, 

23,899 were at the Security Guard/Technician level which took up around 23.5% of 

the total number of jobs at the same level.   It is projected in the same report that a 

total of 13,018 additional security personnel will be required in 2016 with 59 at 

Managerial/Professional level, 1,195 at Supervisory level, and 11,764 at Security 

Guard/Technician level. 

The following table shows the ratios of employees by job level between the Security 

Services Industry and other industries such as the Retail Trade and Catering which 

also have a large number of employees at the lower skill job level.  The figures 

indicate that the “Security Guard / Technician” level of Security Services tend to have 

to work independently with less supervision in comparison with other industries. 

  

                                                       
4 2005 Manpower Survey of Security Services - page 2 Manpower Situation 

(http://www.vtc.edu.hk/uploads/files/publications/security_services_training_board/en/2005_Executive

%20Summary_Eng.pdf) 
5 2015 Manpower Survey of Security Services - page 2 Manpower Situation 

(http://www.vtc.edu.hk/uploads/files/publications/security_services_training_board/en/2015_SSTB_M

PS_Report_full_version_13_July_2016.pdf) 
6 Table 1 : Age Distribution of Valid Permit Holders 1995 – 2015 

(http://www.sb.gov.hk/eng/links/sgsia/pdf/age%201995-2012.pdf) 
7 2015 Manpower Survey of Security Services - page 3 Turnover in the Past 12 Months 

(http://www.vtc.edu.hk/uploads/files/publications/security_services_training_board/en/2015_SSTB_M

PS_Report_full_version_13_July_2016.pdf) 
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Ratio of Employees by Job Level Security Services 

as of 20158 

Retail Trade 

as of 20149 

Catering as of 

201510 

Managerial : Supervisory 1 : 4.5 1 : 1.8 1 : 4.5 

Supervisory : Security 

Guard/Technician; 

Clerical/Operative/Non-technical; 

Craft/Operative 

1 : 9.4 1 : 8.3 1 : 3.5 

 

In addition to high staff turnover and low supervision in the Security Services Industry, 

training resources have also been scarce.  The 2015 Manpower Survey of Security 

Services reported that employers tend to outsource training to external training 

providers.  Between 2014 and 2015, employers provided 1,378 in-house and 23,043 

sponsored training places, including courses for management and supervision as well 

as customer service. 

 

The SGSIA records11 show that there were 268,195 SPP holders below the age of 65 

at the end of 2014.  Comparing this against 115,027 employees in the three regulated 

functional areas of the industry as recorded in the 2015 Manpower Survey for 

Security Services, the industry does have an un-tapped manpower resource of 57% in 

the pool of SPP holders.  The challenge for the industry is how these individuals can 

be attracted to enter the industry. 

 

Nevertheless, the Security Services Industry does have an advantage over other 

industries such as the Retail Trade and Catering in that a lot of the more routine and 

mundane work of Guarding Services can be replaced by security systems, thereby 

reducing the dependency of the industry on the less skilled workers.  Other 

unregulated functional areas such as Security Management, Emergency Management 

and Investigation, if properly developed, also have the potential to help the industry 

transfer and upscale the quality, professionalism and competitiveness of its workforce, 

thereby making the security services jobs more attractive to qualified personnel as 

well as providing more cost-effective and cost-efficient services to the users. 

 

  

                                                       
8 2015 Manpower Survey of Security Services - Figure 1: Distribution of Employees by Job Level 
9 2014 Manpower Survey of Retail Trade – Table 2: Distribution of Employees by Job Level 
10 2015 Manpower Survey of Catering – Table 2.1: Distribution of Employees by Job Level 
11 Table 1 : Age Distribution of Valid Permit Holders 1995 – 2015 

(http://www.sb.gov.hk/eng/links/sgsia/pdf/age%201995-2012.pdf) 

 

1-4



Section 1.2 The PEST Scan 

A critical review of the macro environment is conducted so as to figure out the 

challenges faced by the Security Services Industry.  A systematic approach advanced 

by PEST will be adopted, in which Political, Economic, Social and Technological 

factors are evaluated in the process of environmental scanning.  PEST analysis is 

particularly effective in analysing the macro-environment which the industry is in. 

These macro-environmental factors usually are beyond the industry’s control while 

changes in the external environment also create new opportunities.   

Political factors include those factors on how and to what degree the government 

intervenes and participates in the economy.  Regulatory requirements in Hong Kong 

and even political stability also fall into this category.   

Economic factors include the growth rates of Gross Domestic Product (GDP) and 

various aspects in the security services industry, e.g. the funding support from the 

government. 

Social factors refer to demographic variables, attitudes or lifestyle of the workforce 

and clients using the security services and the infrastructure supports to the industry. 

Also included are trends in social factors that affect the demand for security services 

and how the security services establishments operate. 

Technological factors are factors such as pace of technological changes, level of 

research and development activities etc. that affect the cost, production levels, and 

competitive positioning of a security services provider. 

As each of the above four factors covers a massive range of issues, the present 

analysis does not intend to carry out a comprehensive and inclusive evaluation; 

instead, only factors that have substantial impact on the Security Services Industry are 

selected and reviewed. 
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(A) Political Factors: 

 

Legislations such as the Security and Guarding Services Ordinance (“SGSO”) (Cap 

460) and the Minimum Wage Ordinance (Cap 608) have direct relevance to the 

Security Services Industry in Hong Kong. The SGSO introduced a licensing scheme 

governed by the SGSIA to regulate personnel and companies involved in the 

provision of guarding services, armoured transportation services and services in 

relation to the design, installation, repair and maintenance of security systems and 

devices for reward. 

 

On the other hand, the Hong Kong Government funded the Employees Retraining 

Board (ERB) to provide relevant training to the unemployed in order to equip them 

with basic skills for joining the Security Services Industry, particularly guarding 

services.  These training programmes typically target the entry level and quite a 

number of those who became guarding personnel through this channel would leave 

the industry as soon as the economy improves or as soon as they get other better jobs.  

Recently, the ERB has gradually increased the offering of some more advanced 

training courses for security personnel which hopefully will begin to benefit the 

in-service personnel and the further development of the industry.  

 

In recent years, the Security Services Industry is also impacted by the Minimum 

Wage Ordinance which has obviously increased its labour costs and the situation will 

further intensify when the “Standard Working Hours” policy (currently under 

consultation) becomes effective. 

 

On the other hand, local and international laws and regulations requiring compliance 

of business operations in the prevention and detection of fraud, money laundering and 

corruption, data privacy, equal opportunity, and sexual harassment as well as the need 

for ensuring product safety and protection of trade mark also mean a higher demand 

for security risk management and investigation services.  
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(B) Economic Factors:  

 

The Security Services Industry is closely linked with the economy of Hong Kong.   

 

The size and continuous growth of real estate in Hong Kong underpin the continuous 

growth of the guarding and security systems services of the industry.  According to 

statistics released by the Transport and Housing Bureau, the supply of residential and 

commercial spaces will continue to increase, thereby further intensify the shortage in 

manpower of the Security Services Industry. 

 

According to Economic and Trade Information on Hong Kong released by the Trade 

Development Council on 28 September 201612, Hong Kong is the largest recipient of 

foreign direct investment (FDI) in Asia and Asia’s third largest source of FDI, after 

Japan and Mainland China.  The four pillar economic sectors of Hong Kong are: 

trading and logistics (23.4% of GDP in terms of value-added in 2014), tourism (5.1%), 

financial services (16.6%), and professional services and other producer services 

(12.4%).  The large number of foreign businesses with operations in Hong Kong and 

with Hong Kong’s leading position in logistics and port operations, means a need for 

professional security services commensurate with international standards and security 

risks. 

 

The vibrant financial industry and trading activities in Hong Kong mean a higher risk 

for financial crimes such as fraud, money laundering and corruption and a demand for 

better trained investigators in the private sector for crime prevention and compliance 

with relevant international and local laws and regulations. 

 

 

  

                                                       
12 Economic and Trade Information on Hong Kong, the Hong Kong Trade Development Council 

(HKTDC), 28 September 2016 

(http://hong-kong-economy-research.hktdc.com/business-news/article/Market-Environment/Economic-

and-Trade-Information-on-Hong-Kong/etihk/en/1/1X000000/1X09OVUL.htm)  
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(C) Social Factors:  

 

In the past decade, opportunities for youngsters to receive tertiary education have 

significantly increased.  However, only a few of the tertiary education institutions 

are offering courses that meet the need of the Security Services Industry, and very few 

training institutions offer training courses for mid or high level security personnel.  

This, coupled with the general perception of the Government and members of the 

public of treating guarding services as a safety net for low-skilled workers, make it 

hardly surprising for the industry to have difficulty in attracting youngsters to join. 

 

Major events and activities such as the 2005 World Trade Organisation (WTO) 

Ministerial Conference in Hong Kong and the 2008 Hong Kong Olympic Equestrian, 

and the ever increasing protest and demonstration activities in recent years mean a 

higher need for better quality security services to help private businesses properly 

plan for security and respond to emergencies.  Needless to say, the Central 

Government Office and even the Hong Kong Police Force are now using private 

security services to guard their key infrastructures.   

 
The Security Services Industry, at all levels, is facing with the problem of significant 

shortage in manpower. For example, a Hong Kong Economic Times report 13 

indicated that there was a 5% manpower shortage in security guards (according to the 

trade, the shortage is even as high as 10-15%).  In December 2015, the upper age 

limit of Category B guarding personnel was extended to 70 in order to help relieve the 

industry from this stress on manpower. 

 

Another area that may also help the industry in recruiting and retaining talents is in 

the regulated functional area of Security Systems Design / Installation / Repair / 

Maintenance.  Due to the minimum age requirement of 18 years for a SPP holder, 

trainees under the indentured apprenticeship scheme cannot join the industry for the 

installation and maintenance of security systems and devices as they would be under 

age.  To cope with the development of the industry in the long run, it is worthwhile 

for the Government to revisit its position on minimum age with a view to identify 

ways to help the industry tap into the potential pool of manpower resources. 

 

To further enhance the image and social status of security personnel, it is about time 

for the Hong Kong Government to take the lead to re-assess the categorization of 

security guards as non-skilled workers in government contracts once the 

Qualifications Framework for Security Services is fully established. 

 

Obviously, lots have to be done for the Security Service Industry to gain the social 

status that it deserves.  This can only be attained through continuous improvement of 

the professionalism of its personnel and services. 

 

  

                                                       
13 Hong Kong Economic Times, 3-11-2014 

1-8



 

(D) Technological Factors:  

 

The rapid advancement of technology has also changed the way security services is 

delivered.  More and more so, electronic security systems and equipment instead of 

guarding personnel are used to carry out the more mundane and routine security work.  

New products and new means of making use of modern technology are deployed to 

make security services more cost effective and increase the efficiency of its operations.  

Indeed, the limit is in the mind of those involved in security work.   

 

To enhance the future development and growth of the Security Services Industry, 

security employers, service providers and personnel should embrace advanced 

technologies and capabilities by: 

 

 Upgrading their knowledge and skills about the latest international security 

standards and practices, particularly in the areas of new security products and 

technology. 

 Enhancing operational efficiency of security services, particularly in 

automation of the more mundane and routine security work 

 Pursuing adequate training for security personnel in order to keep its 

workforce in pace with developments in technology 
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Section 1.3 Consultation with Stakeholders of the Security Services Industry  

  

Many stakeholders of the Security Services Industry were consulted with in order to 

get a better understanding of the current status of the industry as well as views on the 

functional areas and competency requirements of security personnel.  These are 

summarised as follows: 

   

i. Most of the companies / trade associations visited expressed their deep concern 

about manpower shortage in the industry, the services of which are highly 

localised and labour intensive. Many employers agree that a security guard 

should not be too old but in the face of a shortage of manpower, they lobbied for 

a raise on the upper age limit for personnel involved in basic guarding.  This 

has just been extended to 70 for the Category B SPP holders in order to alleviate 

the manpower shortage problem of the industry. 

ii. The difficulty in recruiting employees, especially among the younger generation, 

is apparent.  According to the in-service personnel interviewed, possible 

reasons include unattractive pay, undesirable working condition, no or unclear 

promotion pathway, and low social status, etc.  This is a common problem for 

security services around the world.  In the USA, a past survey indicated that 

security services ranked the 5th out of the 10 worst jobs, with a job aversion 

index of 82.2% (the 1st being the maître with an index of 87% whereas the 10th 

was movie projectionist with an index of 78.1%)14.  The situation appears to 

have somewhat improved in a similar survey in 201315 which indicated that 

security services was no longer on the list. 

iii. Based on past experiences, the manpower problem would intensify as a 

significant number of in-service employees would leave the industry within a 

short period in response to any serious incidents/reports of death or bodily harm 

caused to security personnel at work.   

iv. A large percentage of the in-service security guards just meet the minimum 

academic qualifications required in the security services tender specifications, and 

are provided with basic training of 16 hours based on the Quality Assurance 

System for Recognition Scheme of Security Training Courses (“QASRS”) or 

Quality Assured In-house Training (“QAIHT”) in order to meet the licensing 

requirements.  Often there is little chance of further training due to the long 

working hours.  

v. Many employers in the industry expressed a strong interest in the Recognition of 

Prior Learning (RPL) mechanism under the Qualifications Framework (QF), 

which provides an alternative route for experienced practitioners to receive formal 

recognition of the knowledge, skills and experience that they acquired through 

working in the industry.  The employers consider that the RPL will be a strong 

motivation factor for their existing employees to stay in the industry. 

vi. Many employers also expressed their worries about the existing Statutory 

Minimum Wage and the Maximum Working Hours being proposed.  They 

consider them heavy burden to their companies.  A survey had indicated that 

                                                       
14 “美國評出十大最差的工作”, 中國新聞網 2009 年 09 月 21 日 
15
 

“2013 年美國 10 大最差工作 報紙記者居榜首”, 中國網視頻 2013 年 05 月 3 日 
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about 74% of the total expenditure in the industry was on salaries.16  Anyhow, 

the fact is that many companies are now offering a higher salary (say $35 to $40 

rather than the legal minimum wage) to attract people to work as security guards 

while cleaners are getting more or less the same salary but do not need to be 

licensed and trained, or carry safety and security liabilities while on duty.  

According to government statistics17, the monthly salary of different levels of 

employees in the Security Services Industry (as illustrated in the following table) 

lags behind other industries. 

Positions Security Services Pest Control 

& Cleaning 

Average of all 

surveyed industries  

Supervisory & 

Technical 

$13,070 $10,631 $19,841 

Service Workers (2 shifts) $10,836 

(3 shifts) $ 8,569 

$ 9,875 $11,755 

 

vii. Automation will improve the efficiency of in-service personnel at all levels.  To 

fully exploit this, relevant training in new technology and electronic systems and 

devices is important and resources should be allocated for it. 

viii. Most stakeholders are eager to see the establishment of the “Specification of 

Competency Standards (“SCS”)” for the industry so as to raise the overall 

standards, social recognition, training and promotion prospects of the Security 

Services Industry.  Stakeholders are eager to see the adoption of the SCS of the 

security services by the Government and other users of security services in the 

security services contracts. 

 

  

                                                       
16 法定最低工資條例對香港營商環境影響, Business, Economic and Public Policy Research Centre, 

Hong Kong Shue Yan University 
17 Quarterly Report of Wage and Payroll Statistics, June 2014 - Census & Statistics Dept, HKSAR 
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Section 1.4 The Way Forward for the Security Services Industry 

   

The development of work-based competency standards will help to further develop 

and upgrade the skills of the security workforce and thereby help to relieve the 

situation of manpower shortage in the industry.  The following are issues and 

suggestions identified during the consultation: 

1. The industry lacks employment attractiveness among the young generation.   

2. The industry has difficulties in retaining talents and particularly suffers from 

high wastage among those who newly join in the initial one to two years. 

3. The implementation of the Statutory Minimum Wage (SMW) has both positive 

and negative impacts on the industry. 

4. It is anticipated that the job nature and functions of the Security Services Industry 

will be even more diversified in the coming years.  There will be higher demand 

for training topics such as “customer services” and other soft skills. 

5. Among the 290,000⁺ SPP holders, only around 110,000 of them are currently 

employed in the industry.  More incentives must be given to attract qualified 

personnel to enter the industry. 

6. Some trade associations suggested to import workers to solve the problem of 

manpower shortage in the industry, the pros and cons of which may need to be 

scrutinized more closely.   

7. The growth of the local property market will have a significant impact on the 

manpower demand of the security services. Hence, the business outlook of the 

Security Services Industry is heavily dependent on how effective the Hong Kong 

Government is in growing the property market. 

8. In the years ahead, the Hong Kong Government’s initiatives in revitalising and 

redeveloping industrial buildings, increasing the land supply and kick-starting 

the development of East Kowloon as well as developing new towns and other 

areas in Kwu Tung, Fanling North, Hung Shui Kiu, Kam Tin, Yuen Long South 

and North Lantau will further stimulate the growth of the Security Services 

Industry. 

9. Expansion of the airport, MTR etc. will all put further stress on the manpower 

shortage of the Security Services Industry. 
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Section 1.5 Units of Competencies (UoCs) related to training and licensing 

systems 

 

SCS specifies the performance requirements and outcome standards of different job 

functions at various levels required by the industry.  It serves as useful benchmarks 

and references for education and training by various providers.  It is also adopted by 

employers, professional bodies, regulatory authorities and related government 

departments for the development of in-house training programmes, competency-based 

job specifications, staff performance systems, competency requirements of 

professional memberships and licensing mechanisms, among others. 

 

After the consultation of relevant education and training providers, regulatory bodies 

(e.g. SGSIA) and government departments (e.g. Police Licensing Office), some of the 

UoCs related to the competency requirements of licensing mechanisms are listed in 

the following table for easy reference.  Education and training providers are 

recommended to select and adopt these UoCs in programme design of the 

corresponding subjects and submit the programme to HKCAAVQ for accreditation.  

Practitioners are required to fulfil the competency/qualification requirements and 

other additional requirements imposed by the related licensing authority for the 

application of relevant permits. 

 

Area Related UoC Title Level Credit 

Quality Assurance 

System for 

Recognition Scheme 

of Security Training 

Courses (QASRS) 

a) 107753L1 

Perform basic guarding services for 

QASRS 

[For Basic 16 hours training] 

 

1 2 

b) 107751L2 

Perform progressive guarding services  

[Extended basic training for QASRS] 

 

2 1 

c) 107752L2 

Handle emergency situations according 

to pre-established procedures  

[Extended basic training for QASRS] 

 

2 1 

d) 107749L4 

Train security personnel to perform 

guarding services 

[For training-the-trainer 

programmes] 

 

4 6 

Security System 

Design (Cat. D) 

a) 107693L2 

Conduct basic design and 

recommendation of a security system 

for a client’s site 

[For basic security system design] 

 

2 3 

 b) 107673L4 

Plan and design a security system for a 

client’s site 

4 3 

1-13



Area Related UoC Title Level Credit 

c) 107670L4

Perform site security surveys

4 3 

d) 107659L4

Deploy physical security barriers and

equipment

4 3 

e) 107660L4

Deploy intrusion alarm systems

4 3 

f) 107661L4

Deploy CCTV systems

4 3 

g) 107662L4

Deploy access control systems

4 3 

h) 107663L4

Deploy communications facilities and

equipment

4 3 

Security System 

Installation (Cat. D) 

a) 107692L2

Perform basic installation including

wiring and cabling of a security system

for a client’s site

[For basic security system

installation]

2 2 

b) 107691L2

Perform programming of a security

system for a client’s site

2 2 

c) 107685L3

Perform testing and commissioning of a

security system for a client’s site

3 2 

For Armoured 

Transportation18 

a) 107802L4

Deploy security transit vehicles for

armoured transportation

4 2 

b) 107803L4

Deploy firearms and ammunition for

armoured transportation

4 3 

18 Police Licensing Office (PLO) recommends that "Completion of this level DOES NOT render a

person eligible to obtain an arms licence for security duties.  Any person who wishes to obtain an arms 

licence for such purpose should apply to the Police Licensing Office.”  Please refer to the Information 

Notes via the below link for details: http://www.police.gov.hk/info/doc/licensing/arms/en/als-Guard.pdf
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Area Related UoC Title Level Credit 

c) 107809L3 

Perform security control operations to 

support armoured transportation 

3 3 

d) 107810L3 

Perform armoury operations to support 

armoured transportation 

3 3 

e) 107808L4 

Monitor armoured transportation 

operations 

4 2 

f) 107813L3 

Respond to incidents and emergencies 

associated with armoured 

transportation 

3 3 

g) 107814L3 

Perform armoured vehicle crew 

commander duties for initial basic 

training 

[For training for vehicle crew 

commanders] 

3 2 

h) 107812L3 

Perform armoured transportation of 

cash and valuables 

3 3 

i) 107817L2 

Perform cash replenishment services 

for ATM machines 

2 2 

j) 107819L2 

Handle systems, devices and equipment 

for armoured transportation 

2 3 

k) 107822L2 

Perform armoured vehicle crew 

member duties for initial basic training 

[For initial basic training for vehicle 

crew] 

2 3 

For Central Alarm 

Monitoring Station 

(CAMS) 

a)  107772L5 

Establish a Central Alarm Monitoring 

Station (CAMS) to provide off-site 

monitoring of intrusion alarm systems 

for clients 

 

5 3 

b)  107773L5 

Establish service level agreements with 

clients about monitoring intrusion 

alarm systems at the client’s site from a 

5 4 
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Area Related UoC Title Level Credit 

Central Alarm Monitoring Station 

 

c)  107774L5 

Develop procedures and guidelines for 

responding to intrusion alarm 

activations at the client’s site from a 

Central Alarm Monitoring Station 

 

5 3 

d)  107784L3 

Prepare to monitor security systems 

and equipment 

 

3 2 

e)  107783L3 

Respond to security incidents and 

emergencies from the security control 

 

3 3 

f)  107682L3 

Monitor CCTV systems 

 

3 2 

g)  107683L3 

Monitor intrusion alarm systems 

 

3 2 

h)  107684L3 

Monitor access control systems 

 

3 2 

i)  107788L2 

    Perform Central Alarm Monitoring 

Station (CAMS) operations for initial 

basic training 

 [For training for CAMS operators] 

2 2 

Conclusion 

 

The Security Services Industry is undoubtedly a key contributing factor to Hong Kong 

being one of the safest cities in the world.  Security personnel work side by side with 

the police and other emergency services for the safety and security of the people 

and/or organisations that they serve. 

 

The PEST scan shows that the industry is faced with many challenges.  These 

include but are not limited to:  

1. Increasing demand for higher quality security services and higher skilled 

security personnel to keep pace with the increasingly globalized and 

knowledge-based economy; 

2. Ever increasing operating costs and in particular, manpower costs due to 

political and legal factors; 

3. Manpower shortage and difficulty in attracting and retaining young talents due 

to factors such as poor work condition, unclear career pathway as well as low 

social status; 
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4. Increasing demand for wider application of advanced technologies in security

services;

5. Lack of professional training programmes at mid and high job levels; and

6. Unclear career pathways due to lack of training and development for

in-service personnel.

It is anticipated that the establishment of the qualifications framework for the Security 

Services Industry will help to solve or at least relieve some of these problems.  

However, the future success of the Security Services Industry will clearly need the 

commitment and joint effort of the employees, the employers, the service providers as 

well as the users which include the Hong Kong Government. 
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Chapter 2 Qualifications Framework 

Section 2.1 Hong Kong Qualifications Framework 

The Security Services Industry (SSI) Training Advisory Committee (ITAC) was set up 
to facilitate the implementation of the Hong Kong Qualifications Framework (QF) in 
the industry.  The proposed QF is a voluntary system.  It is a seven-level hierarchy 
that provides benchmarks for determining the level of complexity and difficulty of 
individual competency.  It is also used to order and support qualifications of different 
natures and titles.  The QF has in place an independent quality assurance (QA) 
system that would enhance recognition and acceptance of the qualifications in the 
industry, irrespective of the mode and source of learning. 

The Security Services ITAC is responsible for the development of its industry-specific, 
task-based Specification of Competency Standards (SCS) for the identified core 
functional areas. The SCS, in the form of Units of Competency (UoCs), provides not 
only quantitative and qualitative specifications on the competency required for 
specific tasks, but also the integrated outcome standards required as well as 
information on the QF level and credit. 

The SCS may be used to aid vocational curriculum design by vocational education 
and training providers, or in-service employee development by human resources 
personnel, or best practice recognition and qualifications by awarding bodies within 
the industry. SCS is the cornerstone to enhance workforce competitiveness and 
industry sustainability in the long run. 

The QF aims to provide clear learning pathways for individuals to draw up their own 
roadmaps to obtain quality assured qualifications.  Learners can either pursue a 
specific learning pathway to upgrade their skills in a particular area of specialization 
in a gradual and orderly manner (vertical development), or progress through 
traversing learning pathways to become multi-skilled (horizontal development).  Full 
implementation of Qualifications Framework will cultivate an atmosphere of life-long 
learning in the industry.  With the active participation of employers and employees 
as well as the wide acceptance in the industry, the QF will also encourage the 
development of quality training programmes by providers to meet the needs of the 
community and the industry. 
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Section 2.2  Qualifications Framework levels 

The QF has seven levels, from level 1 to level 7, where level 1 is the lowest and level 
7 the highest. The outcome characteristic of each level is depicted by a set of generic 
level descriptors (GLD) (Appendix A).  The GLD specifies for each QF level its 
generic complexity, demand and challenges in the four dimensions below: 

a. Knowledge and intellectual skills;

b. Process;

c. Application, autonomy and accountability; and

d. Communications, IT skills and numeracy.

The UoCs (See Chapter 4) are benchmarked to the QF levels in accordance with the 
GLD.  It is worth noting that competency elements in a UoC may fall in some or all 
of the GLD dimensions as what it naturally should be.  The QF level assignment is 
essentially a holistic judgement on the unit’s integrated outcome requirement.  

QF levels are discrete.  That is, there cannot be assignment of UoC in-between QF 
levels.  Also, UoCs that may not fully match the characteristic requirement of one or 
more dimensions of a level would be “rounded” to the level below.  
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Chapter 3 Specification of Competency Standards (SCS) 

Section 3.1 Major Functional Areas of the Security Services Industry 

(1) Security Management

This functional area emphasises on taking a risk-based approach in security 
management and involves security risk assessment, planning, execution and 
operation, monitoring and continuous improvement.  Related tasks and works 
include: 

• Formulation of security strategy
• Developing the security management plan
• Establishing the security organizational structure
• Developing security standards, policy, procedures and guidelines
• Management of security personnel and training and development
• Management of security budget and resources
• Management of various security risks
• Management of risks associated with applicable laws and regulations
• Management of various security operations including security risk profiling and

analysis, physical security and technological support, security 
control operations, guarding operations and investigations

• Management of security outsourcing and vendor performance
• Contingency planning and emergency management
• Management of security knowledge and awareness
• Record-keeping and management of classified records and documents

(2) Physical Security and Technological Support

This functional area focuses on the protection of people, information and 

property by deploying security hardware and electronic security systems and 

devices to enhance safety and security of the physical environment.  Tasks and 

works are distinguished between those provided by internal security personnel 

of an organization and those provided by security vendors holding a Type III 

Security Work company license.  Related tasks and works include: 

• Formulation of the physical security strategy

• Defining minimum security standards

• Conducting security risk reviews and site surveys

• Designing security systems

• Implementing security systems

• Developing policies, procedures and guidelines for physical security

operations

• Managing the tendering phase of security systems

• Managing the installation phase of security systems

• Managing the testing and commissioning phase of security systems

• Managing the performance of security vendors and repair and

maintenance services

• Monitoring the performance of security systems

• Operating security systems
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(3)   Guarding Services 

Guarding Services mainly focuses on the carrying out of guarding duties to 

enhance the safety and security of a premises.  This functional area is 

distinguished between those provided by internal security personnel of an 

organization and those provided by security vendors holding a Type I Security 

Work company license.  This is the functional area where majority of the in-

service security personnel in Hong Kong are engaged.   

Related tasks and works include: 

• Understanding the roles and responsibilities of guarding services

• Understanding laws and regulations relevant to guarding operations

• Complying with the conduct and behaviour standards of guarding services

• Handling the tools and equipment for guarding operations

• Carrying out access control

• Carrying out visitor registration

• Patrolling

• Monitoring of security systems

• Key control

• Enforcing no parking rules on private roads

• Enforcing no smoking rules

• Handling noise complaints

• Crime prevention, making an arrest and the use of force

• Fire prevention and the fire safety plan

• Contingency plans and handling emergencies

• Handling customer inquiries and complaints

• Recording and reporting
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(4)   Close Protection Services 

This functional area focuses on the provision of close protection services to 
protect the safety and security of individual clients.  The provision of close 
protection services follows the principles and good practices of risk 
management and involves threat and risk assessment, planning, execution and 
operation, monitoring and continuous improvement.   
Related tasks and works include: 

• Conducting threat and risk assessment
• Establishing close protection strategies and plans
• Developing policies, procedures and guidelines for close protection operations
• Performing close protection operations
• Providing close protection to the client whilst at a static environment
• Providing close protection to the client whilst on foot
• Providing close protection to the client whilst in transit
• Providing close protection to the client whilst embusing and debusing
• Performing searches and checks for close protection
• Managing attack drills for close protection

(5)   Security Control Room 

This functional area  mainly  focuses  on  the  tasks  and  operations  to  be  

carried  out  within security control rooms of various sizes and scales.    

Routine tasks include documentation, scheduling and reporting, whereas ad 

hoc tasks include the monitoring and handling of events as reported from 

different locations.  

Related tasks and works include: 

• Serving as a communication hub to support frontline security personnel
• Serving as a duty reporting centre to coordinate deployment of security

personnel including tele-protection for security personnel at remote sites
• Serving as a service centre to handle customer enquiries and complaints
• Serving as a centre for monitoring electronic security systems and key

controls
• Serving as a centre for reporting and record-keeping of events and incidents
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(6)   Armoured Transportation 

This functional area mainly focuses on services in relation to the 

transportation of cash and items of high value.    by security companies in 

Hong Kong holding a Type II Security Work company license.  Armoured 

Transportation is a high risk operation and each task requires careful planning, 

involving threat and risk analysis and contingency planning as well as close 

monitoring.   

Related tasks and works include: 

 Threat and risk analysis

 Route planning

 Manpower planning and development

 Armoured transportation services plan

 Armoury operation

 Cash vault operation

 Vehicle vault operation

 Security control operation

 Developing policies, procedures, guidelines and contingency plans

 Transportation of cash and valuables

 Cash processing services

 ATM cash replenishment services

 Close monitoring of operations

 Responding to emergencies

 Handling arms and weapons

 Operating systems, equipment and tools deployed for armoured transportation

(7)   Emergency Management 

This functional area mainly focuses on the mitigation of and preparation for 

responding to emergency situations.   

Related tasks and works include: 

 Formulation of emergency management policy

 Formulation of incident response plans

 Establishing command and control for emergency response

 Managing emergency preparedness and response

 Managing emergency communications

 Managing the media during an emergency

 Managing life safety during an emergency

 Managing property protection during an emergency

 Managing recovery and restoration of operations after an emergency

 Managing exercises and drills of plans and procedures for emergency

response
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(8) Investigation
This functional area focuses on the knowledge and skills required for carrying 

out the tasks and works involved in the life-cycle of an investigation. 

Related tasks and works include: 

 Understanding the different types of investigations and their objectives

 Complying with relevant laws and regulations

 Developing the action plan for an investigation

 Conducting research and analysis

 Carrying out investigative interviews

 Carrying out surveillance

 Collecting and preserving physical evidence

 Reporting and recording about investigations

 Follow-up on investigative results
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Section 3.3 Competency Standards 

Competency standards refer to the skills and knowledge required for performing a 
certain job function.  They represent the industry benchmarks for the skills, 
knowledge and attributes required to perform competently in a particular job. Thus 
they are the most important part of the SCS.  

Section 3.4 Units of competency (UoCs) 

The Security Services ITAC has set out the competency standards for various job 
functions in the form of units of competency, which describe the performance and 
standard required for each competency concerned.   

Each UoC comprises eight entries, namely the: 

1. Title – a concise description of the task for competency specification;
2. Code – a unique labelling to signify the origin of UoC;
3. Range – a concise description on the environment, situation and demand

that the UoCs development was based;
4. Level – an index between 1 to 7 in accordance to the Qualifications

Framework’s Generic Level Descriptors (GLD) criteria to reflect the
complexity and challenge on competency specification for the task;

5. Credit – a suggestive learning size of the UoC with a learner of relevant
pre-requisite in mind.  One QF credit is accorded to a learning effort of 10
notional learning hours;

6. Competency – a collection of relevant competencies required to perform
the task with the performance requirements specified;

7. Assessment criteria – a concise description of key evidence(s) expected to
demonstrate attainment of the unit’s integrated outcome requirement; and

8. Remark – useful information to the user about the UoC that may not form
part of the unit requirements.
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Section 3.5 UoCs Clustering and Job Mapping 

UoCs are the basic building blocks on work competencies.  Each UoC represents the 
smallest inseparable set of competencies required to perform the self-contained and 
standalone task of the unit.  However, the Security Services ITAC recognises that (1) 
employers require their employees to perform a group of mutually supportive and 
related tasks to serve a job specification; (2) certification bodies require their 
members be equipped with a group of skills and competencies to become certified 
professionals in particular areas; (3) education and training bodies may design courses 
that share common competencies and knowledge domains to facilitate participants’ 
learning.  In view of the above needs, the Security Services ITAC suggests that the 
UoCs may be clustered to serve different needs for different users.  Moreover, this 
can further increase the flexibility of the SCS documents and, hence, its usability for 
the industry, certification bodies as well as education and training providers. 

Instead of using a prescriptive approach, the Security Services ITAC allows different 
users of the SCS (e.g. employers and human resource professionals, professional / 
certification bodies, education and training providers, as well as professionals and 
practitioners) to form clusters of UoCs freely to suit their own needs such as job 
mapping.  It is impossible for Security Services ITAC to enumerate all possible 
UoCs clusters.  Nonetheless, Security Services ITAC exemplifies some typical UoCs 
clusters for the three aspects mentioned above in the following three paragraphs. 

First, employers can form their own UoCs clusters to suit particular job specifications. 
For example, if an employer needs to select a project manager to properly manage a 
product development project, they can form a UoC cluster that includes all UoCs that 
fall under the Development Function so as to assess their employees and potential 
candidates.  Another instance is to cluster all UoCs in the commissioning function 
for employing systems engineers.  Similarly, organisations working to improve their 
current security practices may require their engineers and other related staff to be 
competent in all UoCs that fall under the security function.  In fact, each of the four 
functional areas can be viewed as a big cluster of UoCs.  Moreover, the UoCs within 
each functional area can further be subdivided according to the functions (tasks 
groupings) found in the workplace. 

The Competency Matrix of each Functional Area in Chapter 4 depicts how these 
clusters relate to the functions in each functional area.  For example, in the Guarding 
Services functional area, there are 6 UoCs clusters for job mapping, namely, Security 
Director, Senior Security Manager / Security Manager, Assistant Security Manager / 
Chief Security Officer, Senior Security Officer / Security Officer / Security 
Supervisor, Senior Security Guard and Security Guard.   

Second, certification bodies may form UoCs clusters to reflect the skill and 
competency requirements of their own certified professionals.  Hence, those UoCs 
belong to a particular function can be clustered for certification purposes. 

Third, education and training providers may cluster related UoCs to design courses 
that can enhance course participants’ learning experiences.  By doing so, the course 
participants will have a better understanding of the subtle relationships between these 
competencies and their related tasks in the security services business processes. 
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Distribution of UoCs at different levels 

Functional Area 
QF Level 

Total1 2 3 4 5 6 7 
1. Security Management 0 0 1 16 7 2 2 28 
2. Physical Security & Technological Support 0 4 17 17 7 2 0 47
3. Guarding Services 4 18 14 12 8 0 0 56 
4. Close Protection Services 0 0 8 2 5 0 0 15 
5. Security Control Room 1 4 7 4 7 0 0 23 
6. Armoured Transportation 0 8 6 10 9 1 0 34 
7. Emergency Management 0 0 1 11 2 3 0 17 
8. Investigation 0 1 3 8 3 2 0 17 

Total 5 35 57 80 48 10 2 237 
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